


● 21 years in IT
● The last 11 years focused on information 

security
● Today I’m managing the information security 

function of a multi-hospital system based in 
Berks County

● Competitive bird watcher.  Ranked #2 in the 
Eastern Cape of South Africa in 2020

Who am I



An insider threat is a malicious threat to an 
organization that comes from people within the 
organization, such as employees, former 
employees, contractors or business associates, 
who have inside information concerning the 
organization's security practices, data and 
computer systems.

What is an insider threat



● Insiders are not technical hackers

● Insiders have different motivations

● You can deter insider attacks

Things to remember









● Means

● Motive

● Opportunity

What did they all have in common



● Money (75%)

● Revenge/emotions

● Ideology

What motivates them



● Will not document processes
● Insistence that having others involved will mess 

up their work
● Stalling when asked for financial statements, 

cancelled checks, or invoices
● Works all the time and never takes a vacation or 

insists on working while on vacation

Red Flags



● Has a lifestyle that exceeds their earnings
● Gamblers
● Financial difficulties
● Unusually close relationship with a customer or 

vendor

Red Flags



● Never let anyone reconcile their own work
● Audit, audit, and audit again
● Segregate duties, rotate jobs, mandate 

vacations
● It’s all about the background

Deter



● Engage law enforcement and prosecute
● Terminate and cut off all access
● Don’t work out a deal for reimbursement in 

exchange for not pressing charges
● Issue a 1099-MISC

You’ve caught an insider



● Chamber of Commerce
● FBI
● SBA.gov
● Work with an experienced accountant
● Enlist the services of a firm specializing in 

cyber security

Resources



Questions?

Or just watch me sit here in 
awkward silence




